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Federal government requires two-factor 
authentication for access to PII

Allow remote access only with two-factor 

authentication where one of the factors is 

provided by a device separate from the 

computer gaining access 

M-06-16
M-07-16
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CROWNWeb is a federal data system 

which will include patient‐level private 

health information. It is critical that the 

information in that system be secure. 

Because of this need, there is a 

requirement for multi‐factor 

authentication

CMS CROWNWeb requires two-factor 
authentication for patient data
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In order for CROWNWeb to be 

released on a national level, the 

system must be updated to include 

multi‐factor authentication so that it 

will meet the stringent requirements 

of the QualityNet System Security 

Policy for federal data systems. 

http://www.projectcrownweb.org/crown/index.php?page=Communications&subPage=Announcements

Physicians and others who access patient 

data on federal systems will be moving to 

two-factor authentication 
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CMS recommendation for strong 
authentication is being adopted by state HIEs
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From the CA HIE Operational Plan:

Authentication—NIST Level 3 (Two-Factor)

Policy: Entities are required to utilize two-factor 

authentication for users accessing their network from an 

unsecured location. The additional level of authentication 

may be made with a soft or hard token.

New York RHIO Authentication Standard:

• RHIOs shall be required to authenticate, or require their 

Participants to authenticate, each Authorized User through an 

authentication methodology that meets the minimum technical 

requirements for Level 3. 

• NYeC shall …determine the implementation approach and 

timetable for transition to Level 3.

• Level 3 will require … RHIOs or their Participants to authenticate 

each Authorized User’s identity using multifactor authentication, 

which queries Authorized Users for something they know (e.g., a 

password) and something they have (e.g., an ID badge or a 

cryptographic key).
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DEA EPCS regulations require 
NIST Level 3 two-factor authentication
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Passwords are often

described as the weakest link in security

because they are easily guessed or, in

healthcare settings, where multiple

people use the same computers, easily

observed. Where longer, more complex

passwords are required by applications

as a means to increase their

effectiveness, this can actually be

counterproductive, as it often causes

users to write down their passwords,

which weakens overall security. (p. 16240)

DEA is requiring in this

interim final rule that the authentication

credential be two-factor. Two-factor

authentication (two of the following—

something you know, something you

have, something you are) protects the

practitioner from misuse of his

credential by insiders as well as

protecting him from external threats

because the practitioner can retain

control of a biometric or hard token.

Authentication based only on

knowledge factors is easily subverted

because they can be observed, guessed,

or hacked and used without the

practitioner’s knowledge. (p. 16242)
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Traditional authentication approaches do 
not work well for healthcare
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Traditional Second Factor Authentication

Authenticating 

network and 

application users 

with a user name 

and password

Hard tokens, smart cards, USB 

devices, biometrics

 Expensive to deploy and maintain 

($10-$60 per user/per year)

 Burdensome on the individual to 

carry

 Prone to loss, theft, , damage, and  

obsolescence  (non-recyclable)

 Administratively cumbersome for 

most applications, particularly 

citizen-facing portals with millions 

of users

 If known by a perpetrator, he/she 

can easily compromise a single 

account or potentially an entire 

network

 Increased  complexity of 

password adds to password re-

set costs, and users writing down 

passwords.

 Has led to a need for second 

factor authentication for 

important/sensitive information

Single Factor Authentication
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Current approaches to authentication do not meet the needs of a large portion of the 

overall identity management market
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Vulnerability levels around authentication

Username-Password

Email-OTP

SMS-OTP

Token

Biometric

Device Registration (Encrypted System Token)

User Identity

Increase in level of 

authentication

Most 

vulnerable

Least 

vulnerable

• Defense against attackers who exploit weak authentication for identity theft and fraudulent transactions

• Reduction of costs derived from poor password management, identity theft,  support center costs, 

• Attraction of an increasing number of security-conscious consumers
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Recommendations

 Adopt stronger authentication than username/password

 Strength of authentication can be tailored to user role and 

sensitivity of system, data or application

 Many physicians (and most likely their staff) will already be 

required to have second-factor credentials for e-prescribing or 

quality reporting to the federal government

 Strong authentication will become more prevalent

 Federal systems require two-factor authentication

 E-prescribing applications will support two-factor authentication

 The trust fabric of the NHIN will require consistency of access 

control levels

 Usability of strong authentication is improving as new 

technologies move to mass markets
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Questions?

Anna Slomovic

aslomovic@anakam.com


